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ii. Developments in the Logical Layer

To the extent that TCP/IP permits those at the ends of the network to deter-
mine how the network will be used, these protocols facilitate a wide variety of
applications, including those that permit identification of users through credit
card transactions or through the services of other trusted sources, such as finan-
cial institutions. "’ As Lessig points out, development of these applications is in
the interest of private business in that they facilitate trustworthy e-commerce by
allowing consumers and suppliers to confirm one another’s identity.”® Applica-
tions relying on unique IP addresses, combined with other credentialing tech-
niques, may limit diversity by undermining user anonymity and threatening user
privacy by making available identifying information about users.”

Similarly, recent privately imposed developments relating to ISPs illustrate
the departure of the mythologized Internet from the actual. At the inception of
the Internet, providers cooperatively routed the traffic of other providers with-
out discrimination or charge in exchange for other providers doing the same.
This ideal reflected, at least in part, the relative homogeneity of early Internet
uses and users.%’ In that armosphere, all ISPs and traffic were “equal” in terms of
transmission in the Internet marketplace. That relative equality is increasingly
rarer. Control over Internet backbone facilities is currently concentrated in the
U.S. dominant telecommunications providers that own the largest Tier 1 ISPs
that, in turn, control most of the broadband backbone facilities.®’ Tier 1 ISPs no
longer necessarily route traffic free of charge and without discrimination for all
providers. Rather, those favourable terms are reserved for ISPs able to recipro-
cate the routing of substantial traffic. Smaller ISPs are charged for transmission

" See: Michael Geist, “Is There a There There!? Toward Greater Certainty for Internet Juris-

diction” (2002) 16 Berkeley Technology Law Journal 1 for a detailed review of some of the
current technologies.

® Lessig, supra note 1 at 30.

" Similarly, they may enhance protection for groups frequently targeted by anonymous

speech, by forcing speakers to identify themselves with their viewpoint.

8 Robert Frieden, “Without Public Peer: The Potential Regulatory and Universal Service

Consequences of Internet Balkanization” (1998) 3 Va.J.L. & Tech. 8 at paras. 1-2, 11-20.

81 A Tier 1 ISP provides other ISPs with connections to Internet “backbones”—networks

spanning large geographic areas. Tier 1 providers include many large telecommunications
companies, such as MCI and Sprint in the U.S. and Bell in Canada. See: Robert Frieden,
“Revenge of the Bellheads: How the Netheads Lost Control of the Internet” (12 November
2001) at 10-11, online: Social Sciences Research Network http://papers.ssrn. com/sol3/ de-
livery.cfm/SSRN_ID290121_code011112140.pdf?abstractid=290121 (date accessed: 20
August 2003).
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or don't qualify for routing by Tier 1 providers if they are unable to meet certain
minimum traffic levels.®

To the extent that smaller ISPs might be expected to attract smaller, alter-
native subscriber bases, these privately negotiated developments undermine the
Internet’s ability to facilitate the diverse marketplace originally idealized. By
advantaging larger, commercial ISPs, some of which have demonstrated a vul-
nerability to requests for removal of controversial content or have established a
market niche based on content monitoring and control,¥’ this kind of arrange-
ment threatens the diversity that might otherwise be expected in an ideal
marketplace of ideas.

Realities such as these highlight the risk associated with the assuming that
the Internet necessarily facilitates the ideal marketplace of ideas—realities that
should weigh in the balance in assessing the justifiability of restrictions on
Internet content.

2. Efficacy of territorially-based regulation
In Dagenais, the SCC noted that technological advances, such as global com-
puter networks, would make it more difficult to justify Canadian-imposed con-
tent restrictions under the Charter.* The Court reasoned that, although Cana-
dian-imposed content restrictions would prohibit dissemination of certain con-
tent within Canada, global computer networks would nevertheless give Canadi-
ans access to the same content emanating from foreign jurisdictions. In this
way, content restrictions imposed in Canada would not achieve their intended
salutary effect of eliminating certain content, making their justification under
the Charter more difficult.®

The Dagenais decision raised two issues relevant to the logical layer: (i) the
technological feasibility of imposing territorially based regulation on Internet
content; and (ii) the practical feasibility of enforcing territorially based content

82 . o . . .
International Telecommunications Union, Trends in Telecommunication Reform 2000-

2001: Interconnection Regulation, 3d ed. (Switzerland: ITU, 2001) at 78-79.

8 The willingness of larger ISPS, such as Yahoo!, AOL, CompuServe and others to engage in

private censorship in order to protect their reputations and preserve a sense of “commu-
nity” among their subscribers is highlighted in further below.

84 Dagenais v. Canadian Broadcasting Corporation, [1994] 3 S.C.R. 835 at paras. 89-90. For a
detailed discussion of the negative implications of the constitutionality of content restric-
tions turning on the state of technology at any given time, see: Kerr, supra note 2.

8 However, as highlighted below, and explored in detail in Bailey, supra note 44, denuncia-

tion through public regulation in Canada might also have the effect of encouraging ISPs in
other jurisdictions to prevent transmission of certain content into Canada.
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regulation against content hosted in a foreign jurisdiction.®® If the metaphor
that the multi-jurisdictional Internet, both technologically and practically, de-
fies territorial regulation is accepted, Canadian-imposed restrictions on Internet
content may be more difficult to justify under the Charter. However, examina-
tion of the logical layer as it began and as it is developing reveal the increasingly
tenuous nature of the assumptions inherent in that metaphor.

i. The Logical Layer as it began

It is not difficult to understand how the metaphoric assumption of the border-
less Internet evolved, given optimistic predictions about the configuration of
the logical layer at the early stages of Internet development.

The simplicity of TCP/IP and the non-identifying nature of IP addresses
were expected to facilitate anonymous expression from users connected in ju-
risdictions around the globe. This particular logical layer configuration created
practical hurdles relevant to the Dagenais reasoning. If simple protocols pre-
vented the network from “knowing” anything about the content transmitted,
except for the IP address at origin and the IP address at destination, it would be
difficult to identify users or their geographic location. This could potentially
undermine the efficacy of content restrictions even with respect to content
emanating from within Canada. Further, the multi-jurisdictional nature of con-
nectivity facilitated by TCP/IP allows for content hosted in one jurisdiction to
be disseminated to and accessed by connected jurisdictions around the world,
with no necessary regard for territorial borders. Finally, by ensuring that end-
users, rather than network operators, effectively controlled the uses to be made
of the network, TCP/IP facilitated creation of a wide variety of applications, in-
cluding mirroring applications, which allow content to be copied from a website

8  While both of these potential implications of the Dagenais decision will be explored below,

the SCC's reasoning ought to be narrowly construed, particularly in relation to the issue of
extra-territorial enforceability, for at least three reasons. First, Canadian sovereignty and
public policy would be severely undermined if the decision were interpreted to suggest that
content restrictions are unconstitutional any time a Canadian order is not enforceable
against content disseminated from another jurisdiction around the world. This type of
reasoning would deprive Canadians of the ability to make meaningful decisions about the
types of content that facilitate or undermine other constitutionally protected rights and
values, such as equality and multiculturalism. If that reasoning is accepted, restrictions
based on these values would only be enforceable if they were consistent with the values of
the least-restrictive nation in the world from which Internet content is disseminated. Sec-
ond, restrictions on content may continue to serve their intended objectives even if they do
not eliminate access to the content in issue by conveying public disapprobation for the con-
tent and its harmful effects, which may in turn directly encourage self-censorship. Third,
restrictions imposed within Canada should still be effective in eliminating or reducing the
distribution of illegal and harmful content from within Canada, even if they were to have
little or no effect in eliminating Canadians’ access to harmful content emanating from
other jurisdictions.
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hosted in one jurisdiction to a website in another jurisdiction. As the C.H.R.T.
in Citron acknowledged, mirroring therefore facilitates circumvention of con-
tent regulation imposed in one jurisdiction by moving the content to another,
presumably less restrictive, jurisdiction.

The significant number of ISPs around the world, as well as their concentra-
tion in the U.S., also challenge the.efficacy of Canadian-based content restric-
tions. Simply put, it is likely to be more difficult to regulate content transmitted
through a large number of service and access providers, than that transmitted
by a handful of providers.*” Further, the large number of ISPs, the relatively low
cost of becoming a service provider and the early decision of most ISPs not to
monitor the content they transmitted, served to enhance the breadth of con-
tent—expanding the breadth of the regulatory task. Finally, the geographic dis-
persion of ISPs around the world meant that content restrictions imposed in
one jurisdiction would not necessarily be enforced against ISPs hosting content
in another jurisdiction.®® This dispersion meant that users could avoid enforce-
ment of content restrictions in one jurisdiction by relocating that content to the
servers of an ISP in a less restrictive jurisdiction.¥

i. Developments in the Logical Layer

Developments in the logical layer have addressed the technological feasibility of
imposing territorially based content regulation, and have partially answered the
practical issue of enforceability. However, enforcement of the content restric-
tions of one jurisdiction in another jurisdiction continues to pose a challenge—
favouring the de facto dominance of the law of the least restrictive Internet-
connected jurisdiction. In this way, while the configuration of the logical layer
continues to present challenges to territorially based regulation, it preserves,

8 . - - . .
T Effective regulation in the telecommunications and broadcasting sectors historically turned

on the presence of one or a few large providers, who submitted to extensive regulation ef-
fectively in exchange for protection of their market share from competition.

% The Yahoo! France case nicely illustrates this point. Although restrictions on hate propa-

ganda are enforceable against ISPs located in France, one U.S. court has ruled they are not
enforceable against [SPs facilitating access to content from servers located in the U.S.: Ya-
hoo! Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme, 169 F.Supp.2d 1181 (N.D.Cal.
2001).

9 . . i . s
® of course, to the extent that the content provider can be identified and is located within

the territory of a particular jurisdiction, that jurisdiction can enforce its content regulations
against the provider, even if it is prevented from eliminating the content given its location
on a server in another jurisdiction. See, for example: Associated Press, “Rare Case Has
Norwegian Man Convicted of Racism on the Web”, Law.com, on-line: Law.com <
hetp://www.law.com/cgibin/gx.cgi/AppLogic + FTContentServer?pagename = law/View&c =
Article

&cid=ZZZ2CYYEEOD &live =true&est = 1&pc =5&pa=08&s=News&Explgnore = true&s
howsummary=0> (date accessed: 24 April 2002).
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and perhaps reinforces, the significance of the geographic location of ISPs and
content.

Just as the simplicity of TCP/IP facilitated creation of applications useful in
evading territorially based content regulation, it also facilitated creation of ap-
plications useful in enforcing it. Geolocational software, developed primarily to
permit commercial users to market to certain target audiences, enables increas-
ingly effective (albeit imperfect) identification of user location.”® These applica-
tions make it more difficult for content providers and ISPs to claim it is techno-
logically impossible to comply with the laws in every jurisdiction to which they
deliver content—opening up new possibilities for efficacious enforcement. Fur-
ther, the simplicity of Internet protocols has facilitated use of labeling and filter-
ing technologies in efforts to block prohibited material emanating both from
within a jurisdiction and from outside jurisdictions.’’

Some larger ISPs have departed from their early policies and have begun to
monitor and censor not only the content that they may provide, but also the
content that they host or to which they provide access. Effectively, these ISPS
privately enforce content regulations in the jurisdictions in which they are
physically located and in those to which they deliver content. For many ISPs,
private monitoring and censorship makes good business sense. Certain service
providers, such as AOL” and, more recently, EBay”, have developed market
niches based on providing a monitored “community” for users. Others, such as

Providers of geolocational software claim that it can detect user country location with as
much as 95% accuracy, and even narrower pinpoint locations (like city and postal code)
with a lower accuracy rate. For a description see: Michael Geist, supra note 77, at 52-54.
These applications are not foolproof. They can be evaded in a number of ways. See: Anick
Jesdanun, “The potential and peril of national Internet boundaries” The San Francisco Ex-
aminer (7 January 2002), on-line: San Francisco Examiner <http://www.examiner.com
/business/default .jsp?story=b.net.0107> (date accessed: 20 August 2003).

1 These types of applications, combined with strict regulation of ISPs, have assisted govern-

ments in China and Vietnam to screen out content from “undesireable” locations. See:
Greg Walton, “China’s Golden Shield: Corporations and the Development of Surveillance
Technology in the People’s Republic of China” (Montreal: International Centre for Human
Rights and Democratic Development, 2001), on-line: ICHRDD <hetp://www.
ichrdd.ca/english/commdoc/publications/globalization/goldenMenu.html> (date accessed:
20 August 2003).

%2 Letter from AOL Time Warner Inc. to the FCC, “Progress Report on Instant Messaging

Interoperability” (July 23, 2001) at 3 [copy available from the author].

% See: Krysten Crawford, Ebay’s Risky Bid” (23 April 2002) Newsbytes, on-line: Law.com
<htep:/fwww.
law.com/cgibin/gx.cgi/AppLogic+FTContentServerJpagename = law/View&e = Arti-
cle&cid=7776377QY ZC&live=true&est =18&pc=0&pa=0>, (date accessed: 23 April
2002), [copy available from the author].



Internet Content Regulation 221

Yahoo! and Google,” appear to have been compelled by privately or publicly
imposed pressure to engage in more extensive monitoring for “offensive” con-
tent, particularly following the September 11* attacks on the U.S.%

Thus, the metaphor that the Internet lays beyond territorial boundaries is
increasingly being eroded by technological developments facilitated by the sim-
plicity of Internet protocols, as well as by the desire of larger ISPs to maintain
solid reputations. In this way, the prospect of effective enforcement of territori-
ally based content regulation has been enhanced. However, the territorial loca-
tion of ISPs and content continues to present enforcement challenges. Even if
inter-jurisdictional enforcement arrangements are agreed upon between na-
tions, the public policy of the territory in which content is physically provided
and hosted may prevent legal enforcement of restrictions imposed by other ter-
ritories.”® To the extent that the vast majority of content is hosted in the U.S.
this territorial reality could allow First Amendment principles to dominate
Internet content globally.”” However, this will not undermine the ability of
other jurisdictions, such as Canada, to continue to publicly denounce certain
types of harmful expression or to use public regulation to ensure that they do
not become safe havens for the disseminators of harmful and illegal content.

% See: Lisa Guernsey, “Yahoo to Try Harder to Rid Postings of Hateful Material” The New
York Times (3 January 2001), on-line: New York Times <http://www.nytimes.com/
2001/01/03/ technology/03YAHO.html> (date accessed: 3 January 2001), [copy available
from the author] John Hiler, “Google vs. Church, round 3” Microcontent News, on-line:
Microcontent News <http://www.microcontentnews.com/articles/ googleround3.htm>
(date accessed: 20 August 2003. Yahoo! has also been criticized for signing a pledge that
includes an obligation to restrict and monitor Internet content that the government deems
“harmful”. See: Jim Hu, “Yahoo yields to Chinese Web laws” (13 August 2002) CNET
News, online: CNET < http://news.com.com/2100-1023-949643.html > (date accessed: 20
August 2003).

% See: Steve Lohr, “LS.P.’s Curb Terrorist Postings and an Anti-Islamic Backlash” The New
York Times (17 September 2001), on-line: New York Times <http://www.nytimes.
com/2001/09/17/technology /17WEB.html> (date accessed: 17 September 2001), [cop
available from the author]. For a detailed analysis of rivate regulatory efforts, see Bailey, su-
pra note 44.

9% . . .
To the extent that these agreements permit countries to refuse to enforce extra-territorial

orders based on public policy, the location of ISPs and content will continue to challenge
efficacious inter-jurisdictional enforcement. See for example: Preliminary Draft Convention
on Jurisdiction and Foreign Judgments in Civil and Commercial Matters, 30 October 1999,
adopted by the Special Commission to the Hague Conference on Private International
Law, Art. 28.1 (), on-line: Hague Conference <http:/fwww.
hcch.net/e/conventions/draft36e.heml> (date accessed: 20 August 2003).

9 The sheer number of ISPs and content hosted in the U.S., however, will not necessarily

mean that First Amendment principles will dominate. Where the U.S. imposes strict regu-
lations on certain content, as for example in the copyright context, that content is likely to
migrate to less restrictive jurisdictions—undermining efficacious enforcement of U.S. laws.
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Finally, explicit consideration of the logical layer—in particular the role of
ISPs—facilitates examination of other opportunities for regulation within the
chain of Internet communications. Whatever the location of the speaker, ISPs
located within Canada may become a focal point in efforts to regulate Internet
expression, given the intermediary role they play in conveying messages to Ca-
nadian users. Moreover, larger ISPs’ concern for their corporate reputations
may make them ideally suited to assist in limiting the dissemination of harmful
and illegal content.

D. The Physical Layer

The physical layer of the Internet relates to the media over which the logical
layer operates including fibre optic and coaxial cables conveying Internet con-
tent.”® Analysis of the physical layer assists in exposing the myth that the Inter-
net is an unending, diverse global conversation—a myth that bears directly on
the marketplace of ideas concept underlying freedom of expression analysis in
both Canada and the U.S.

According to Metcalfe’s law, “the value of the network grows as the square
of the number of users.” Inaccessibility at the physical layer undermines not
only the economic value of the Internet, but its expressive value as well, by di-
minishing the breadth of resources to be exchanged. There can be little doubt
that the Internet presents an unprecedented potential for a diverse global mar-
ketplace of ideas—but the U.S.S.C. was wrong to generalize in Reno that the
Internet is necessarily such a marketplace.'® Diversity in the marketplace is cur-
rently undermined by at least three key elements of the physical layer: (i) the
need for a relatively sophisticated telecommunications infrastructure; (ii) dis-
tance from servers primarily located in the U.S.; and (iii) factors, such as the
cost of gaining access to the Internet, that contribute to a “digital divide” based
on race, age, ability, and income levels.

Some regions in the world simply do not have and cannot afford the physi-
cal infrastructure necessary to support connectivity.'” Their residents cannot
participate in this marketplace. In other regions, such as Australia and parts of
Asia, connectivity is negatively affected by the astronomical cost of physically

%8 McTaggart, supra note 8 at 23.

% Robert Metcalfe, “The Internet after the Fad”, (University of Virginia, 30 May 1996), on-
line: Smithsonian National Museum of American History <http://americanhistory
.si.edu/cst/comphist/montic/ metcalfe.htm7> (date accessed: 20 August 2003).

In this respect, Internet communication is not unlike traditional telecommunications—
-neither have achieved truly global penetration.

100 Craig McTaggart, Governance of the Intemet’s Infrastructure: Network Policy for the Global
Public Network (LL.M. Thesis, University of Toronto 1999) [unpublished] at 51-52.
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connecting to servers and backbones predominantly located in the U.S.'? In
2001, it was estimated that only 25% of the population in urban India and ur-
ban South Africa, had access to the Internet. In urban Russia, an Ipsos-Reid
poll showed that 83% of respondents had no Internet access at all.'® Partially as
a result of these physical layer issues,'™ figures released in August, 2003 sug-
gested that almost 30% of on-line users were located in Canada and the U.S,,
although they represented only about 5% of the world population at that
time.'%®

Even within countries with the necessary infrastructure, such as Canada
and the U.S,, studies reveal a “digital divide” that reflects current social ine-
qualities based on race, ability, and income.'® As a result, in the U.S., persons

192 International Telecommunications Union, supra note 82, at 85-86.

193 Michael Pastore, “Why the Offline Are Offline” (2001) CyberAtlas, on-line: Cyberatlas
<http://asia.internet.com/asia-news/article/0,3916,161_784691,00.html> (date accessed:
20 August 2003).

Inaccessibility in some regions of the world, such as China and Cuba, has also been actively
facilitated by government policies designed to block interconnectivity. See: Shanthi
Kalathil and Taylor Boas, “The Internet and State Control in Authoritarian Regimes:
China, Cuba, and the Counterrevolution” (Washington: Carnegie Endowment for Interna-
tional Peace Working Paper No. 21, Information Revolution and World Politics Project,
Global Policy Program, July, 2001), online: Carnegie Endowment for International Peace
<http://www.ceip. orgffiles/Publications/wp21. asp!from =pubauthor> (date accessed: 20
August 2003).

105 As of August 2003, the U.S. Census Bureau estimated the world population to be

6,312,640,711. As of July 2003, the Bureau estimated the population of Canada to be
32,207,113 and the population of the U.S. to be 290,342,554. U.S. Census Bureau—
(2003), online: http://www.census.gov/cgi-bin/ipc/popclockw> and
http://www.census.gov/cgi-bin/ipc/idbrunk.pl> (date accessed: 20 August 2003). See also:
Global Reach “Global Internet Statistics” (2003), online:
htep://www.glreach.com/globstats/details.html> date accessed: 20 August 2003).

1% The U.S. Department of Commerce reported, as of August 2000, a significantly lower ac-

cess rate for Blacks and Hispanics when compared to whites, and lower access rates for dis-
abled Americans, those with lower income and education levels, and those living in rural
areas: U.S. Department of Commerce, “Falling Through the Net: Toward Digital Inclu-
ston” (2000), online: Narional Telecommunications and Information Administration
<http://www.ntia.doc.gov/pdf/fttn00.pdf> (date accessed: 20 August 2003). Similarly, In-
dustry Canada reported, as of October, 2000, significant disparities in Internet access based
on income—with significantly higher levels of penetration in households with income
above $80,000 than those with income below $40,000. Remote and rural areas are similarly
less connected than urban areas: Industry Canada, Retail Council of Canada, “Canadian
Consumer Demographics—Canadian Households with Incomes of $80,000 or More—By
Technology” (2000), on-line: Industry Canada and the Retail Council of Canada
<http://retailinteractive.ca/SSG/ ri00169e.heml> (date accessed: 20 August 2003); and
Industry Canada, Retail Council of Canada, “Canadian Consumer Demographics—
Canadian Households with Incomes of $40,000 or Less—By Technology” (2000), on-line:
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of Spanish and African descent, the economically disadvantaged, and those re-
siding in rural areas have been proportionately “less connected” than white,
economically advantaged urban dwellers. One North American survey con-
ducted in 30 countries showed that 45% of respondents who did not use the
Internet said that they had either no computer (33%) or that they couldn't af-
ford it (12%).'

The digital divide is exacerbated further within North America when speed
and quality of connection are taken into account.'® While broadband access
facilitates use of a broader range of Internet applications, it is frequently not
available or affordable in remote regions. As a result, although Canada has im-
pressive Internet penetration rates when compared with the rest of the world,'®
Inuit and First Nations people residing in northern regions have been dispropor-
tionately affected by the physical inaccessibility of this type of Internet connec-
tion.'® Although clearly not as serious as having no access, the inaccessibility of
broadband services is likely to become increasingly problematic as new Internet
technologies requiring high-speed connections are developed.'!

Whether these physical layer issues would ultimately affect the outcome of
constitutional analysis of restrictions on expression in Canada or the U.S. will
depend, in part, on the nature of the expression in issue. As set out above, Ca-
nadian and U.S. courts have determined that certain types of expression merit
little or no constitutional protection. In these cases, the lack of diversity gener-
ated by certain elements of the physical layer is unlikely to affect the outcome of
the constitutional analysis. However, in other cases, where the assumption of
global diversity and participation might have tipped the constitutional balance
against restrictions, recognition of the physical limitations on diversity may af-
fect that balance."? In any event, these elements of the physical layer illustrate

Industry Canada and the Retail Council of Canada <http://retailinteractive
.ca/SSG/ri00167e. html> (date accessed: 20 August 2003).

Pastore, supra note 103.
U.S. Department of Commerce, supra note 106.

109 Craig McTaggart, “IP Telephony and the Internet: Canada Case Study” (3d World Tele-
communications Policy Forum on IP Telephony, Geneva 29 March 2000) ac 21.

"0 Canada, Report of the National Broadband Task Force: The New National Dream: Networking
for Broadband Access (Ottawa: Industry Canada, 2001) (Chair: David Johnston), online:
Industry Canada < http://broadband.gc.ca/broadband-document/broadband.pdf> (date
accessed: 20 August 2003).

1 Charles Platt,“The Future Will be Fast But Not Free” (May 2001) Wired, online: Wired, <
http://www. wired.com/wired/archive/9.05/broadband.html> (date accessed: 20 August
2003).

U2 These are likely to be the cases where the harm associated with particular expression is

thought to be best addressed through responding expression, rather than through censor-
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an important methodological point: generalizations about the global and diverse
nature of the Internet must be approached with caution. To proceed otherwise
is to risk basing important constitutional decisions on a myth that conflates
what the Internet is with what it has been idealized to be.

V. CONCLUSION

The layered methodology contributes to the constitutional analysis of content
regulation by encouraging a move away from generalizations about the Internet
as a whole, toward examination of some of the component elements that con-
tribute to determining what the Internet is and can be. No single layer can be
expected to be determinative in terms of constitutional analysis of Internet con-
tent regulations, either in Canada or in the U.S. Rather, elements within each
of the content, applications, logical and physical layers will contribute to a more
robust analysis of the empirical and normative questions as to whether Internet
content can and should be regulated.

The content layer relates most closely to the question of whether Internet
expression should be regulated. Certain types of content, regardless of the me-
dium of communication, will not be considered to merit constitutional protec-
tion either in the U.S. or in Canada, although the courts in the two countries
do not necessarily agree as to which content falls into this category.'” Courts
relying on the “marketplace” model may be tempted to conclude that the virtu-
ally unprecedented scope of corntent available on the internet makes govern-
ment regulation even more difficult to justify. However, for reasons most evi-
dent at the logical and physical layers, courts should be cautious about assuming
that restrictions on Internet content necessarily constitute wide-ranging restric-
tions on global expression.

Examination of the applications layer illuminates the myth that the Internet
can be categorized as public or private in nature. Recognition of the myth is es-
sential in thinking about whether content available on the Internet should be
regulated. Given constitutional privacy commitments in both Canada and the
U.S,, it is essential to recognize that the “Internet” cannot be monolithically
characterized as private or public in nature. Rather, different applications may

ship. This approach is regularly reflected in U.S. constitutional decision-making. See: Ste-
ven Gey, “Fear of Freedom: The New Speech Regulation in Cyberspace” (1999) 8 Tex. J.
Women & 1. 183; Laurence Tribe, American Constitutional Law (2d) (Mineola, New York:
The Foundation Press, 1988) at 793-794.

113 L . .
Further, the types of content meriting less protection may change, having regard to the

nature of certain forms of Internet communication. Where, for example, an Internet appli-
cation provides an ability to respond promptly and that ability would meaningfully address
the potential harm arising from the content in issue, it may be that restrictions on that con-
tent will be more difficult to justify in the Internet context than in relation to other media.
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be more privacy-invasive than others and may create differing expectations of
privacy. In this way, applications, the type of content and the particular use
made of an application in a given circumstance will be relevant when assessing
whether content should be restricted in any particular case.

Examination of the logical layer facilitates recognition of the twin myths
that the Internet necessarily reflects a diverse, global marketplace of ideas and
that it necessarily defies territorial regulation. Illumination of these myths is im-
portant in determining both whether Internet content can and should be regu-
lated. IP addressing, simple accessible protocols, and the large number and dis-
persion of ISPs could facilitate a diverse and anonymous marketplace of ideas
free of intermediary interference. However, at the same time, protocol simplic-
ity and IP addressing make possible applications facilitating user identification
that, in turn, undermine anonymity. Similarly, private peering arrangements
between ISPs, combined with private censorship restrict diversity with little
public accountability. As a result, courts need not assume that Internet content
should not be regulated because restrictions necessarily constitute censorship of
an ideal marketplace of ideas. Further, protocol simplicity facilitating network-
ing of users and ISPs in jurisdictions around the world challenges efficacious
territorial regulation—a matter that may be of significance in Canadian consti-
tutional analysis if the reasoning in Dagenais is interpreted too broadly. How-
ever, this simplicity has also facilitated geolocational technologies, which when
combined with ISP willingness to restrict harmful and illegal content, makes
more effective territorial regulation increasingly possible. As such, Canadian
courts should not assume that effective territorial regulation of Internet content
cannot technically be accomplished

Examination of the physical layer also highlights the mythical nature of the
assumption that the Internet facilitates a diverse, global marketplace of ideas.
Physical layer elements reveal the degree to which the lack of infrastructure,
geographic distance from the U.S. and factors restricting user access undermine
the actual diversity within the Internet marketplace. Therefore, when courts ask
whether we should regulate Internet content, examination of the physical layer
illustrates that they need not assume that restrictions on Internet content are
tantamount to restrictions on an ideal global marketplace of ideas.

Use of a layered methodology will not necessarily change the outcome of
constitutional analyses of restrictions on Internet expression. However, it
should facilitate a more explicit examination of the elements that affect what
Internet communication is, was and can be—elements that may be material to
maintaining existing public and constitutional values.



